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Baxter Product Security Bulletin
Title:  ConnectWise ScreenConnect 23.9.7 and prior vulnerabilities, CVE-2024-1709 and CVE-2024-1708
Publication Date: 2024 February 26

BACKGROUND

We take product security seriously at Baxter in support of our mission to save and sustain lives. As part of our ongoing monitoring, Baxter is currently evaluating the recently published announcement of the vulnerabilities affecting ConnectWise ScreenConnect 23.9.7 and prior under CVE-2024-1709 and CVE-2024-1708. ConnectWise is a third-party application that can be used to provide remote service. 

RESPONSE
While we continue to review our product portfolio, we have not found any indication that our products are affected by these vulnerabilities nor is there any privacy impact. If a product within the Baxter portfolio is found to use an affected version of ConnectWise, we will share this information and available mitigations on the Baxter.com Product Security and/or the Hillrom Responsible Disclosure pages as the information becomes available.
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